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Welcome to the spring issue of
Boardroom Essential, our regular
publication for non-executive
directors and senior management.

In this edition we look at the new
offence of failing to prevent fraud,
which will come into effect in
September. The new rules mark

a major shift towards holding
organisations more accountable for
economic crimes. We summarise
how the offence will work and explain
what businesses need to be doing

to prepare.

Ransomware is regularly cited by our
clients as a key risk and the government
has recently announced radical
proposals to tackle it, which would
require organisations to report if they
are considering paying a ransomware
demand and, in some circumstances,
ban paying it altogether. We explore
the proposals and how they could
impact businesses.

As President Trump rewrites the rules
on tax and trade, we examine what UK
taxes may be targeted by the US, the
“retaliatory”’ measures it could take and
the possible impact on UK business.

Demergers are among the most complex
and high-opportunity transactions a
company can undertake, and can be
done for a number of reasons: a strategic
realignment, to increase profitability or to
satisfy shareholders. We run through the
key issues and market considerations to
consider if your organisation is considering
any kind of business separation.

Finally, we look at the emerging risks
facing consumer-facing businesses,
including new powers for the UK
Competition and Markets Authority
to fine businesses up to 10% of global
turnover, an increased regulatory focus
on areas such as greenwashing and so
called “dark patterns’, as well as novel
areas of protection for the digital age
such as rules on fake online reviews.

If you would like more information

on any of the matters covered, please
speak to your usual Slaughter and May
contact. We hope you enjoy the issue.

!
-

Paul Dickson




FAILURE TO PREVENT FRAUD: THE NEW CORPORATE OFFENCE
COMING INTO EFFECT IN SEPTEMBER

In November 2024, the UK government published
long-awaited Guidance on the new corporate offence
of failure to prevent fraud. This represents a pivotal
move towards holding organisations more readily
accountable in the UK for economic crimes, and

at the same time marks a major development in
compliance expectations.

Set to take effect from | September 2025, the

new offence means that large organisations may be
criminally liable if an “associated person”, such as an
employee or a subsidiary, commits fraud intended
to benefit the organisation, its customers or its
clients. However, it will be a complete defence if an
organisation can prove reasonable fraud prevention
procedures were in place — emphasising the critical
role of governance and compliance frameworks.

The Guidance offers practical advice for
organisations on designing and implementing fraud
prevention procedures, building upon established
principles from prior failure-to-prevent offences
such as those relating to bribery. However, the new
Guidance reflects a more refined and comprehensive
approach, reflecting over a decade of enforcement

experience of what constitutes “adequate” or

““ bad . .
reasonable” compliance programmes. The Guidance

also encourages businesses to draw on a broad

array of resources, including the UK Corporate

Governance Code.

WHAT SHOULD ORGANISATIONS DO NOW?

If they have not already started doing so,
organisations must act swiftly to ensure reasonable
fraud prevention procedures are in place before
the new offence takes effect on | September 2025.
Although the government has allowed for a ten-
month lead time, which may seem generous, the
timetable remains challenging, particularly for large
businesses with numerous interested stakeholders.

The new Guidance sets out clear, actionable
expectations for fraud prevention procedures. The
first step should be to carry out a comprehensive
risk assessment to identify the unique fraud risks
specific to the business and its sector. This includes
understanding who the business’ “associated
persons” are and what might drive them to commit
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fraud. This risk assessment is the foundation of any
effective fraud prevention compliance framework.

Once these risks are identified, tailored policies
and procedures should be implemented to address
them, followed by communication and training

to embed these practices across the business. All
these measures need to be in place by | September
2025 to maximise their protective effect and any
organisations that have not completed their risk
assessments should progress these as soon as possible.

Additionally, it is important to fully document the
steps taken in response to the Guidance, including
the considerations and decisions made in relation

to enhancements to pre-existing policies and
procedures. This documentation will serve as crucial
evidence if an organisation ever needs to rely on

the defence of having reasonable fraud prevention
procedures in place.


https://www.gov.uk/government/publications/offence-of-failure-to-prevent-fraud-introduced-by-eccta

RANSOMWARE: WILL YOU HAVE TO REPORT PAYING A RANSOM?
NEW UK RULES PROPOSED

Amid the range of cyber-related legislation affecting
organisations’ decision making and governance,

the new “world leading” proposals from the UK’s
Home Office stand out. As proposed, organisations
will need to report if they are considering paying a
ransomware demand and may be banned from paying
altogether.

Ransomware is cited as a key risk for many
organisations, and many think that it’s ‘when not if’ in
terms of having to manage a ransomware incident.

We regularly speak to clients about their approach
to ransomware payments and the factors to consider
— ideally as part of their cyber preparedness work
but sometimes (unfortunately) in the heat of helping
them respond to an attack. Both handling and
preparing for an attack may be very different if the
proposals in the consultation become law.

The three legislative proposals under consultation are:

I. A targeted ban on ransomware payments for all
public sector bodies, including local government,
and for owners and operators of Critical
National Infrastructure (‘CNI’) that are regulated
(building on the current ban for central
government departments). Ransomware gangs
want to get paid and the aim is to make the UK
and its essential infrastructure an unattractive
target to those gangs. One obvious question then
becomes, won’t the gangs then just move down
the supply chain? The Home Office is therefore
seeking views on whether essential suppliers to
these sectors should also be included in the new
rules. In terms of enforcement, the Government
is seeking an effective but proportionate solution
to encourage compliance. The consultation
discusses a range of possible measures, from
making non-compliance with the ban a criminal
offence to corporate and personal civil penalties,
including monetary penalties or disqualification.

2.

A new ransomware payment prevention
regime which would require any ransomware
victim (those not covered by the ban mentioned
above) to engage with the authorities and report
their intention to make a ransomware payment
before paying money to the cyber criminals.
They would then receive support and guidance,
and the authorities would review the proposed
payment to see if there is a reason to block it
(e.g. sanctions issues). How this will work in
practice remains very uncertain. For example,
can the necessary checks be concluded within
the necessarily tight timeframes, how will
organisations engage without waiving privilege or
compromising future claims risk, and what if the
authorities get it wrong?

A ransomware incident reporting regime
which would apply to victims of a ransomware
attack, regardless of their intention to pay.

The Home Office is currently exploring who
would need to report - for example, should the



reporting requirement be economy-wide, or only
impact organisations and individuals meeting a
certain threshold, and indeed should individuals
be excluded? Recognising the multiplicity of
incident reporting at the moment, the Home
Office promises to work with other Government
Departments “to consider the deconfliction of
reporting requirements during the development
of any legislation.” The proposal envisages

both an initial report to relevant parts of the
Government within 72 hours, and a fuller

report within 28 days.

COMMENT:

The UK Government has made it clear for some
time now that it does not approve of organisations
paying ransoms, and wants to disrupt the cyber
criminals and their business model. It has sanctioned
some cyber criminals and is an active member of the
Counter Ransomware Initiative (CRI). As part of its
work with the CRI, the UK signed a joint statement
against ransomware payments back in November
2023. The statement confirmed, for the first time,
that no central government funds should be used

to pay ransomware demands. ICO enforcement is
also clear there is no ‘credit’ for paying ransoms.
These latest proposals go a step further, extending
the ban and introducing separate notification
obligations in relation to suffering an attack, and
making a ransomware payment. The proposals
arguably reflect public sentiment, as the consultation
document references Home Office polling which
found that 68% of the public believed that it is wrong
for a business to pay a ransom because that ransom
could be used by attackers to fund more criminal
activities, and 81% believed a business should report
a ransomware attack, even if they can resolve it on
their own.

The Home Office is clear that the status quo cannot
continue but the proposals are at a very early stage
and raise significant questions. Even accepting the
premise that cyber-crime should not pay, much more
will be needed to make these proposals effective at
an operational level and avoid increasing uncertainty
(and cost) for businesses. In any event, the risk of
criminal sanctions and/or board disqualification

in these proposals should be read alongside the
responsibility and liability for management bodies

in the the EU’s NIS2 Directive (which could even

be mirrored in the UK’s equivalent Cyber Security
and Resilience Bill) and more well-established duties
when preparing for an attack. Both of these may
lead to organisations structuring groups and their
operations to manage obligations on a jurisdiction
by jurisdiction basis.



PRESIDENT TRUMP REWRITES RULES ON TAX AND TRADE:
HOW COULD THE UK BE AFFECTED?

On 4 March 2025, President Trump told Congress
that his Administration “accomplished more in 43
days than most administrations accomplished in four
years or eight years, and we are just getting started.”
Tax and trade is one area where a lot has happened
since 20 January 2025 with significant consequences
for business and markets.

Even if the UK is able to agree a trade deal to escape
sweeping tariffs imposed by the US, UK businesses
will be affected by any slowdown in global trade and
continuing uncertainty. Moreover, there is a real
possibility that the US will impose tariffs and/or other
punitive measures on UK businesses in response to
UK tax measures that are considered discriminatory
or extraterritorial.

TARIFFS AND TRADE

Barriers placed by the US on trade with the UK
would significantly impact UK business as the US_

is the UK’s largest trading partner (or the second
largest after the EU, if one looks at the total value
of trade between the UK and all EU Member States
combined). Initially, it seemed that the UK was

not on Trump’s tariff radar as the US trade deficit
with the UK is negligible but there is considerable
uncertainty about whether US tariffs could be
applied to some UK goods. Although President
Trump has also signalled willingness to negotiate a
trade deal with the UK, even if this is agreed, it may
be limited to the technology sector.

Also of concern, from a UK perspective, are
potential retaliatory measures for taxes perceived
to be discriminatory or extraterritorial. The White
House’s reciprocal trade and tariff memorandum
refers to value added tax (VAT) as an example

of “non-reciprocal trade relationships” that may

be subject to equalisation measures from 2 April

2025. This is particularly concerning. VAT applies
equally to domestic and imported products and is
not a trade measure. Treating it as such is contrary
to established norms and likely to be particularly
complex and costly — for the UK, the EU and many
other countries that impose similar taxes.

OTHER UK TAX MEASURES COULD
ATTRACT US RETALIATION

Import VAT is not the only UK tax measure that
could provoke US retaliatory action. Other likely
candidates include the UK’s digital services tax

and diverted profits tax, and elements of the UK’s
implementation of the OECD-brokered agreement
on the global minimum tax that President Trump
renounced on his Inauguration Day:

» Digital Services Tax (DST) is a 2% tax on revenues
of search engines, social media platforms and
online marketplaces which derive value from UK
users. Tax receipts are forecast to be around £I
billion per year.


https://www.whitehouse.gov/remarks/2025/03/remarks-by-president-trump-in-joint-address-to-congress/
https://www.gov.uk/government/statistics/uk-trade-in-numbers/uk-trade-in-numbers-web-version#export-statistics
https://www.gov.uk/government/statistics/uk-trade-in-numbers/uk-trade-in-numbers-web-version#export-statistics
https://assets.publishing.service.gov.uk/media/67b6f8efbd116e3d7b1cf310/united-states-trade-and-investment-factsheet-2025-02-21.pdf
https://www.whitehouse.gov/articles/2025/02/reciprocal-trade-and-tariffs/
https://www.whitehouse.gov/presidential-actions/2025/01/the-organization-for-economic-co-operation-and-development-oecd-global-tax-deal-global-tax-deal/
https://obr.uk/economic-and-fiscal-outlooks/

* Diverted Profits Tax (DPT) is a punitive tax charge
at a rate of 31% (six percentage points above
the UK’s main corporation tax rate) imposed on
income deemed to have been artificially diverted
from the UK. Annual DPT receipts have fluctuated
between £219 million and £12 million, as disputes
where DPT is relevant tend to be settled through
higher corporation tax (rather than DPT) payments.
Additional corporation tax receipts from DPT
investigations have decreased over time as business
restructured, and it has been argued that DPT is rife
for abolition as it has largely achieved its aim.

* The element of the global minimum tax that
has attracted particular US ire is called the
“Undertaxed Profits Rule” (UTPR) which would,
in certain circumstances, allow the UK to impose
tax, for example, on a UK subsidiary of a US group
by reference to undertaxed income in respect of
sister and parent companies in other jurisdictions
(although transitional provisions would prevent a
charge in respect of undertaxed US income for a
limited period). UK revenues from the UTPR have
been forecast at a few £100 million per year.

It is likely that the UK government will wait for
further information on potential retaliatory measures
before deciding the future of these measures. The
revenue shortfall from their abolition should be

relatively small (less than £2 billion) but may be
difficult to plug in an already challenging fiscal climate.

And these are only the most prominent current

tax policy examples. Another measure that could
provoke a US reaction may be the planned business
rates reform to the extent that it aims to (quoting
the Labour Party’s manifesto) “level the playing field
between the high street and online giants” which are
predominantly based in the US.

WHAT COULD US RETALIATION LOOK
LIKE?

In addition to tariffs that were already proposed
following an investigation by the US Trade
Representative into the UK’s digital services tax
during the first Trump Administration, retaliatory
measures could include invoking a provision to double
certain US taxes on UK businesses, for instance on
US branch profits. Under draft legislation proposed
by Republican lawmakers, UK businesses could suffer
withholding tax on payments (including interest and
dividends) of up to 50 per cent. and restrictions on
public procurement. The draft legislation envisages
that these punitive withholding tax rates would apply
irrespective of any provision for lower rates in the
UK/US double tax treaty.



https://www.gov.uk/government/publications/transfer-pricing-and-diverted-profits-tax-statistics-2022-to-2023/transfer-pricing-and-diverted-profits-tax-statistics-2022-to-2023#diverted-profits-tax
https://www.gov.uk/government/publications/autumn-statement-2023/autumn-statement-2023-html#policy-decisions
https://www.congress.gov/bill/119th-congress/house-bill/591

DEMERGERS: UNLOCKING VALUE

Demergers are among the most complex and
high-opportunity transactions a company can
undertake. Whether to realign focus on core
business operations, increase profitability or satisfy
shareholders, demergers require strategic precision.
As M&A activity intensifies, we anticipate strategic
M&A continuing through separations, divestitures,
split-offs and spin-offs globally.

This article explores the key issues and market
considerations essential for delivering a successful
demerger.

Additionally, we share insights from our recent
experiences helping some of the world’s most
recognised brands unlock significant value from their
portfolios across EMEA, APAC and the Americas.

We are keen to support your next strategic project
and would be more than happy to arrange
a conversation with you.

THREE KEY TAKEAWAYS

I.  STRUCTURE — understand the objective(s) for
the company and shareholders and structure the
deal to deliver on these aims — demergers are
not one size fits all

2. READINESS FOR LISTING - ensure the
demerging entity’s people, governance and
policies are ready for life as a listed company
on day one and bring the market along with the
equity story

3. SEPARATION - breaking up the existing group
and managing the operational transition requires
careful planning and co-ordinated execution,
often across many jurisdictionsDemergers:
unlocking value




ASSESS YOUR STRATEGIC OPTIONS:
CHOOSING THE RIGHT PATH

It is not necessary to commit to one path at the
beginning of the project. It is common for companies
to run dual-track processes from the start or retain
optionality to switch at a later stage.

Any carve-out is a lengthy process and market
conditions, investor sentiment and business
performance can all fluctuate throughout the life

of the project, influencing the choice of structure.
Exploring all three structures at the start of the
project and continually testing the right path can help
hone deal structure and terms and give confidence to
management and shareholders on the chosen strategy.

DEMERGER

Potential for full separation of
the businesses on day one or
the existing group retaining

a stake (allowing future
realisation of proceeds)

Existing shareholders can
benefit from growth in share
price of both groups — but a full
demerger does not generate
proceeds for existing group

Demerging group must be
ready and suited to life as a
standalone listed company,
with limited reliance on the
demerging group

Not as dependent on market
conditions as an IPO

C&
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MINORITY IPO

No “clean break” — slower
full separation of businesses,
but ability for existing group
to monetise retained stake
over time

Can generate cash proceeds
for the existing group

Requires a compelling
equity story and appetite
from new investors, leading
to dependency on market
conditions throughout the
process

e

SALE

No listing process, entailing a
lighter disclosure burden and
potentially quicker process

Target group does not need
to be suited to life as a listed
company

Requires a willing and able
buyer — potentially difficult
for a very large group

Generates cash proceeds
for the existing group — but
shareholders do not directly
benefit unless that value is
returned to them



GETTING IT RIGHT:
KEY ISSUES TO CONSIDER IN A DEMERGER

1

TAX
THE RIGHT STRUCTURE

* A key consideration influencing
the demerger structure that
should be addressed at the outset

» Consider tax impact on
shareholders, the demerged entity
and the retained group — does the
structure work for all parties?

* Will engagement with tax
authorities be needed to test the
structure? Ensure this is factored
into deal process and planning

2

STRUCTURING

WHAT IS THE PLAN?

Parent objective determines
chosen structure - does the parent
wish to demerge all of its stake,
monetise part of its interest or
retain a stake? Does this fit with
the equity story?

Decide on the preferred

listing venue — where is most
appropriate (for the demerging
entity and existing shareholders)?
The demerging entity’s capital
structure and financing needs will
influence the decision

Does the current Holdco have
sufficient distributable reserves to
declare the demerger dividend?

Is a pre-spin reorganisation
required?

3

DOCUMENTS AND
LISTING PROCESS

PREPARE FOR DISCLOSURE

The prospectus is the key
document, requiring significant
input from a wide range of internal
teams, alongside the demerger
agreement

Key prospectus disclosures include
the operating and financial review
for the last three years, disclosure
of historical financial information
and an equity story

Al capabilities can lead to a
materially lighter load in due
diligence and verification

Does the transaction give rise

to any disclosure or approval
obligations for the parent entity?
Financial disclosures can take a
significant amount of time — getting
accountants and advisers on board
and engaged early is key

- 2
SEPARATION

ENSURING A SMOOTH
BREAK-UP

* Operational readiness for
separation and carving-out
the demerging entity from the
retained group is a long process
that can require careful planning

¢ Is there a natural delineation of
employees, customers, functions
and processes?

» Consider right-sizing contracts
and operations for the remaining
group post-demerger

* Prepare for any transitional
services needed

* Is a pre-spin reorganisation
required?



GETTING IT RIGHT:
KEY ISSUES TO CONSIDER IN A DEMERGER

5

GOVERNANCE
ACHIEVING INDEPENDENCE

Listing Rules and the UK
Governance Code will require
the demerging entity’s current
operations to be sufficiently
independent

Demerged entity must be
ready to stand alone as a
public company — with a radical
overhaul of systems, controls
and governance codes

Board and committee selection
must be appropriate and set the
company up for its new public life
— do management have recent and
relevant experience? Are there
sufficient independent voices?

. [
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SHAREHOLDER
REACTION

COMMUNICATION IS KEY

* Build the equity story and investor
engagement with shareholders
early and bring them along

* Anticipate the shareholder profile
and be prepared for activists —are
there any major/vocal shareholders
or a large retail shareholder base?

 Settlement is not just a matter
for closing — consider the most
appropriate listing venue early
and the influence this may have
(e.g. inclusion in indices)

* Establish parameters for any
lock-up period, timing of sell
down and the use of proceeds

* Demerger dividend?

* |s a pre-spin reorganisation
required?

7

INCENTIVES AND
AWARDS

THINK ABOUT THE TEAMS

Consider the effect of the
demerger on the value of existing
share awards

Establish a plan to preserve the
value of existing share awards
Evaluate options for new incentive
arrangements at the demerged
entity

8

BUSINESS AS USUAL
STEADY THE SHIP

Planning and implementing a
demerger is hugely time intensive
for management

Using temporary resources
(including advisers) in the right
areas at the right time can lighten
the project load on management
and help bring experience in
particular areas

Planning for future business focus
and strategy as two distinct groups
can focus minds post-completion



SPOTLIGHT ON UK TAX ISSUES:
A KEY DRIVER

STANDARD AIMS FOR A UK DEMERGER

No dry income tax charge for existing group holdco’s UK shareholders

CGT rollover treatment for existing group holdco’s UK shareholders

No CGT for existing group holdco on transfer of the demerging group

Minimise UK stamp duties

Obtain UK tax clearances

PLUS Achieve the above for overseas shareholders too Overseas tax authorities engagement

All require strict
statutory conditions
to be met

Key timetabling issue

© Whose tax treatment do you care about?
© What tax result are those people expecting?

© What rules and reliefs are in play?

@ How can that result be achieved?




MAKING IT WORK: ADVISING GSK ON THE LARGEST DEMERGER
AND SPIN-OFF LISTING IN OVER A DECADE TO CREATE HALEON

DEAL STATS E

market cap
of £30bn+ on
listing

NAVIGATING THE ISSUES

—-

i

STRUCTURE

a bespoke structure
tailored for both groups’
particular needs as
a result of intricate
planning; worked with
the company to navigate
the path to a smooth
demerger involving local
laws across multiple
jurisdictions

o3
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RETAINED STAKE

crafted a plan for each
of the remaining group
and its JV partner
to retain a stake in
the demerged entity,
including arrangements
governing the plans for
sell down through a lock
up / orderly marketing
agreement

large multinational
@ corporation, demerging

business run via a joint venture

0
QO~ [of
JOINT VENTURE
PARTY INVOLVEMENT
managed relationship
with JV partner
throughout the
demerger process,
establishing a clear
allocation of risk and
cost and working
collaboratively to
complete the
demerger process

global consumer healthcare
business operating in over

~—" 170 markets

Lo
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SHAREHOLDER
REACTION
competing proposals
for the demerged
entity’s future created
hurdles, overcome
through careful
consideration of the
merits of the chosen
path and effective
shareholder
engagement

— listing on the
—| LSE with ADRs
— U onNYSE

GOVERNANCE AND
READINESS FOR
LISTING
on-hand support to
prepare the demerged
entity for life as an
independent entity,
including by establishing
its own leadership,
systems and controls
and securing ongoing
operational interaction
between the retained
group and demerged
entity until the
businesses were fully
disentangled

parent and JV
o;%év partner each
retained stakes

'

USE OF PROCEEDS

devised and
implemented the
most effective
strategy for using
the demerger to
unlock capital for
further M&A
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OUR EXPERIENCE: SEPARATIONS AND SPIN-OFF LISTINGS

GSK / Haleon

on the £30bn demerger of its consumer business to form Haleon plc

BHP / South32
on the demerger of South32 and its primary listing on the Australian Stock Exchange
and secondary listing of its shares on the Johannesburg Stock Exchange

Cadbury Schweppes / Dr. Pepper Snapple  gpe0o
on the demerger of Dr. Pepper Snapple Group Inc (7 Tol12]14)
and its listing on the New York Stock Exchange

Direct Line / Royal Bank of Scotland
on its spin-off from Royal Bank of Scotland and its listing
on the London Stock Exchange

Esure / GoCo (then Gocompare.com)
on the demerger of GoCo (then Gocompare.com) and its listing
on the London Stock Exchange

o

GKN / Dana

on the demerger of GKN Automotive toform Dana plc

Google DeepMind / Isomorphic Labs ° Interserve / Tilbury Douglas

on the creation of Isomorphic Labs on the separation of its Tilbury Douglas

construction division

Prudential / Jackson Financial

on the spin-off of its US business Jackson
Financial Inc. and its listing on the New York
Stock Exchange

Prudential / M&G
on the spin-off and listing of M&G plc on the
London Stock Exchange

(112131415 [6 17 )
0000B® 12) ) _,
v Reckitt / Indivior
on the spin-off of Indivior and its listing on the
London Stock Exchange
o (1)
0000 (13

Swire Pacific / Swire Properties

on the spin-off and separate listing by way
(11213 110) of introduction on the Hong Kong Stock
U11112[13014) Exchange of Swire Properties and on the
earlier proposed $2.7bn spin-off and separate
listing of Swire Properties

@ Tencent / Tencent Music
on the spin-off and listing of Tencent Music

on the NASDAQ stock exchange

@ Whitbread / Costa Coffee

Investindustrial / CSM on the proposed demerger of Costa Coffee,
which was ultimately structured as a £3.9bn

on the business separation aspects of its
sale to the Coca-Cola Company

acquisition of CSM'’s bakery ingredients business




‘ALL CHANGE' FOR CONSUMER PROTECTION:
WHAT YOU NEED TO KNOW

Recent years have seen consumer protection
propelled to the top of the agenda for policymakers
and regulators. On 6 April 2025, long-awaited
reforms under the Digital Markets, Competition and
Consumers Act (DMCC Act) will overhaul the UK
consumer law regime and increase the stakes for
non-complying businesses. There are also clear signs
of more action to come in this area at the EU level,
as the new European Commission gears up for its
upcoming 2025-2030 Consumer Agenda.

In 2025, consumer-facing businesses operating in the
UK and EU should prepare for increased public and
private enforcement of consumer protection rules,
particularly on hot topics such as greenwashing and
online choice architecture.

CONSUMER LAW ENFORCEMENT -
THE NEW ANTITRUST?

This April, the UK Competition and Markets
Authority (CMA) will see its investigation and
enforcement toolkit bolstered by the DMCC Act. For
the first time, the CMA will gain the power to issue
infringement decisions for consumer law breaches and
directly impose fines of up to 10% of a business’ global
turnover, bringing the regime more closely in line with
the CMA’s existing antitrust enforcement regime.
Currently the CMA can only accept undertakings from
a company under investigation or otherwise apply to
court to seek an enforcement order.

The magnitude of the fines issued by the CMA, and
whether they will match the levels we have seen

in antitrust cases, remains to be seen. So far, the
fining guidance published by the CMA signals that

it intends to replicate some aspects of its approach

in Competition Act cases, such as taking account of
aggravating factors and the availability of settlement
discounts. The introduction of potentially large
financial penalties should act as a significant deterrent
for non-compliance.

The CMA has already stated that it is “carefully
considering and preparing for [its] first cases”
under its new enforcement arsenal. We expect the
CMA will start implementing its blueprint for these
investigations in the coming year, as set out in its
new Guidance on direct consumer law enforcement.
Over time, we will likely see the courts scrutinising
the CMA’s application of its new fining powers.
Looking beyond the CMA’s remit as the main
consumer protection authority, the current UK
focus on consumers has also materialised through
several sectoral reforms and initiatives, including
the Financial Conduct Authority’s (FCA) Consumer
Duty, which came into force across 2023-2024 and
for which we still await the first test cases.

These UK reforms are in line with EU trends
towards enhanced enforcement. We are continuing
to see consumer organisations submitting pan-
European complaints to the EU Consumer
Protection Cooperation (CPC) network, a cross-
jurisdiction mechanism aimed at streamlining
consumer enforcement via coordinated action in the
EU. The CPC network, coordinated by the European
Commission, is also proactively conducting consumer

15



law “compliance sweeps”. The new Commissioner
in charge of the EU consumer protection portfolio,
Michael McGrath, has signalled his intention to
propose further enhancements to the Commission’s
role in enforcing consumer laws across the EU.

ALL EYES ON GREENWASHING, “DARK
PATTERNS” AND ESSENTIAL SPENDING

Recent years have seen a marked uptick in
enforcement action related to companies’
environmental claims. We can expect greenwashing
to remain a key area of focus for consumer protection
authorities. To date, the UK has not introduced any
cross-sectoral legislation targeting greenwashing
specifically. However, alongside pursuing enforcement
action, the CMA has been highly active in publishing

a Green Claims Code and sector-specific guidance.
The FCA also introduced an anti-greenwashing rule
for financial services firms in May 2024. In the EU, the
Directive on Empowering Consumers in the Green
Transition was adopted in March 2024, while the
proposed Directive on Green Claims is progressing
through the legislative process. Companies should
ensure they stay informed of developments in this
area, including any emerging regulatory divergence.

This year, the CMA and other consumer law enforcers
will likely continue to grapple with consumer harms
linked to online choice architecture and so-called “dark
patterns”, such as “drip pricing” practices and misleading

scarcity or popularity claims. To facilitate enforcement

in this area, the package of UK reforms in the DMCC
Act modernises existing consumer rights and creates
novel areas of protection for the digital age. This
includes, for example, new rules on fake reviews and
subscription traps, with the latter being subject to
transitional arrangements. At the EU level, the European
Commission has recently signalled appetite to address
similar policy concerns, with suggestions of a proposal for
an EU Digital Fairness Act. Authorities are also expected
to be vigilant of any consumer protection threats that
may derive from the deployment of Al technology.

Considering cost-of-living constraints, we can also
expect enforcement to focus on areas of essential
spending and where consumers are under particular
financial pressure, such as housing and accommodation,
transport, groceries and everyday household items.

CONSUMER LAW AND COMPETITION
LITIGATION: ARE THE BLURRED
BOUNDARIES HERE TO STAY?

In the past few years, mass competition damages

claims have continued to gain momentum in the UK,
including on a “standalone basis” where there is no prior
enforcement decision by a regulator. However, the UK’s
opt-out collective proceedings regime is not currently
available in respect of consumer law breaches. The
attractiveness of this regime has led claimants to seek
to push the boundaries of what qualifies as a breach

of competition law, with a view to bringing high-value
claims on an opt-out basis (for example, characterising
consumer law issues as an abuse of dominance). We
expect this trend to continue this year.

There have already been calls by some to extend the
UK’s collective proceedings regime to cover consumer
law breaches, in addition to competition law, due to the
disconnect between the respective public enforcement
and private enforcement models. A proposal to do so
was ultimately excluded from the final version of the
DMCC Act despite being raised during the bill’s reading.
It remains to be seen whether the Labour government
will revive this proposal in 2025 (or beyond).

At the EU level, many Member States are completing
their implementation of the EU Directive on
Representative Actions. This will pave the way for
more collective consumer claims across the EU.

The Directive leaves it at the discretion of Member
States to provide for opt-in or opt-out mechanisms,
or a combination of both, with some Member States
adopting enhanced consumer redress regimes

going beyond the minimum standards set out in the
Directive (so-called “goldplating”).

Consumer-facing businesses operating in the UK and
the EU should carefully monitor this emerging stream
of potential mass consumer claims, as their outcomes
could incentivise claimants to bring ever-larger and (in
the case of the UK) more creative claims — increasing
litigation risk for businesses.
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